IIpodpuaakTuka KuOepnpecTynjaeHuu

[ToBcemecTHOE  BHEApPEHHWE W HUCIIOJIL30BAaHUE  KOMIIBIOTEPHBIX
MH()OPMALIMOHHBIX TEXHOJOTUH, OE€3yCIOBHO, CO3/Ja€T BO3MOXHOCTH IS
oosiee 3(PGHEKTUBHOTO pPa3BUTUA HSKOHOMHUKH, TOJMTUKH, OOIIECTBA U
rocyaapctBa B 1ieioM. OJIHaKO COBEPIICHCTBOBAHKME U NMPUMEHEHHE BBICOKHX
TEXHOJIOTMII TPUBOAUT HE TOJBKO K VYKpEIUICHUI0 HHGOPMAIMOHHOTO
oOIIecTBa, HO W TMOSBJICHUIO HOBBIX YIPO3, OJIHOM M3 KOTOPBIX SIBISETCS
KOMIIBIOTEPHAs IPECTYIHOCTb.

OKCIOHEHIIMAIBHO  YBEJIMYMBAIOMIMNCA TOTOK  HHMOpMalMu U
npeobnananue nudpoBoil  uHbOpMalMUu B 00pa3oBaTENbHON  cpeje
COBPEMEHHOM MIKOJIbl aKTyaJU3UPYIOT Mpo0aeMy NpodUIakTUKU HUPPOBOIH
0€30MacHOCTH COBPEMEHHBIX IKOJLHUKOB. Oc000€ MECTO B IAaHHOM BOIIPOCE
OPUHAJICKAT TpOoPUIaKTUKE MUGPOBOM  3aBUCUMOCTU  IIKOJBHUKOB,
MOCKOJIbKY JIETH IPOBOJST B UHTEPHETE TOBOJIBHO MHOTO BPEMEHHU.

Kak u3BeCTHO, UHTEPHET HE TOJBKO COAEPKUT MHOKECTBO MOJIE3HOMN
uH(popMaIuu 1 MpeoCTaBIsAEeT BHIOOP pa3BIICUCHH, HO U TaUT Maccy yrpos,
KOTOpPhIE MOTYT TMOBJMATH M Ha MaT€pUAIbHOE COCTOSIHUE CEMbHM, W Ha
MICUXOJIOTUYECKOE 3/I0POBLE JIETEH.

Ha Texymmui MOMEHT BO3pacT HHTEPHET-NIOIb30BATENSI CHU3MIICS
HACTOJIBKO, YTO MOPOU MATUIETHUE MAJIBIIIA 00PaIalOTCsI ¢ KOMIIBIOTEPOM H
MOOWJIBHBIMH yCTpOWCTBaAMHU Oojiee JIOBKO, ueM B3pocibie. [lomMmuMo Bcex
M3BECTHBIX TMOJIOKUTEIHLHBIX MOMEHTOB, HHTEPHET HECeT B ce0e OmacHOCTbh,
KOTOpasi MOXET 3aTPOHYTh Ja)Xe€ IOJb30BaTeled MIIAAIIEro JOIIKOIbLHOTO
BO3pacTa.

PaccMoTpuM OCHOBHBIE yTPO3bl, KOTOPHIM IMOABEPracTCs MOJIOJICKb B
COBPEMEHHOM KHOEpPIPOCTPAHCTRE.

1.  BHUIIUHT

Buwiunz — OJUH W3 METOJIOB MOILIEHHUYECTBA C HCIOJb30BAHHEM
colMaibHOM MHKeHepuu. OH 3aKII04YaeTcs B TOM, YTO 3JIOYMBIIUIEHHUKH,
UCIIOJIB3YS TelIe(POHHYIO CBSI3b U BbIAaBas ceOs 3a COTPYAHUKOB OAHKOB (MM
MPaBOOXpaHUTEEH, YTO OCOOCHHO YacTO MPOUCXOJUT B IMOCIEIHEE BpeMsi),
MoJl Pa3IMYHBIMM TPEJIOTAMU BBISICHAIOT Y TOTEPHEBIIUX CBEICHUS O
HamuyuyM OaHKOBCKUX IUIATeXHBIX KapTouek (mamee — bBIIK), cpokax wux
neiictBusi, CVV (CVC)-komax, macmopTHBIX JAaHHBIX, CMC-KOJaX C IIEJbIO
XUIIEHUSI ICHS)KHBIX CPEACTB. B psifie ciiydaeB 3710yMBIIUICHHUKAM U3BECTHBI
HekoTopeie pekBu3uThl bBIIK, a Takke aHKeTHble HaHHBIC JIWIL, HA UM
KOTOPBIX OHU SMUTUPOBAHBI.

B OoJbIIMHCTBE CilyyaeB IPU COBEPIICHUU 3BOHKOB MOTEPIIEBIIUM
MPECTYIMHUKN UCTIONB3YIOT IP-Tenedonunto, kotopas mo3BoJISIET MAaCKHUPOBATh
TeraedOoHHbIE HOMEpa IOJ] HOMepa OelopyCCKHX OmepaTtopoB cBsizu. Kpome
3TOTO, 3a4YacTyI0 3JI0YMBIIUICHHUKH HCIOJB3YIOT MecceHmkepbl Viber u
WhatsApp, B  KOTOpPBIX CYIIECTBYeT BO3MOXXHOCTh  HCITOJIb30BAHUS
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BUPTYaJIbHBIX HOMEPOB. Takyke MpecTyNMHUKU MACKUPYIOTCA MO JOTOTHUIIOM
y3HaBaeMbIX OEIOPYCCKUX OAHKOB, BBOJS B 3a0y)KI€HHE MOTECHIHUAIbHBIX
KEPTB.

3/I0yMBINIJICHHUKN  3BOHAT JKEpTBE W OT HWMEHH OaHKOBCKOTO
COTPYJHUKA COOOIIAIOT, YTO HEOOXOUMO OCYIIECTBUTh KaKue-TM00 ACHCTBUS
¢ BIIK, Tak kak KTO-TO JIMOO MBITACTCS MOXUTUTH C HEE JICHEKHBIE CPECTBA,
au60 oQopMIISIET KPEeauT, MO0 MPOU3BOAUT IOJAO3PUTEIBHYIO OIUIATY.
3aBnaseB PEKBU3UTAMU KapThl, MPECTYNHUKH OCYIIECTBIISIIOT XUIICHHUE
JICHEKHBIX CPEACTB C OAHKOBCKOTO CUETA MOTEPIEBIIETO.

B mnocnennee Bpemsi Hambojee akTyaldbHas cxXemMa — MOOYXKIECHHE
KEPTBBI OTKPBHITh KPEIUT. 3IOYMBIIUICHHUKH COOOIAIOT KEPTBE O TOM, UTO
SIKOOBI KTO-TO TIOCTOPOHHHH IBITAETCS OTKPBITh KPEIUT HA €€ UMS, B JJIS €T0
JIEaKTUBAIIUU HEOOXOJMMO CaMOCTOSITEJILHO OOpaTUThCS B OaHK U OTKPHITh
KpPEeIUT, TIEpPECiaB BIIOCIICICTBIH PEKBU3UTHI CUETA.

2.  OUIIUHI

@Dumiune — BUJ UHTEPHET-MOIICHHUYECTBA, 1IEJIbI0 KOTOPOTO SIBIISACTCS
MOJIydeHUE JOCTyNa K KOH(PUACHIIMATbHBIM JaHHBIM TOJb30BaTEeH —
JorMHaM W TapoiisiM. DUIIMHT HCTIONB3YeTCS IS MOJYyYEeHHs] OCTyma K
YYEeTHBIM 3aITUCSIM TT0JIh30BaTeIel CaMbIX Pa3IMUHBIX PECYPCOB, HO 3a4acTYO
OH TPHUMEHSETCS JJIs XHWIEHWS JAaHHBIX IOJh30BaTeNie TOPTOBBIX OHJIANMH-
TJIOIIA/IO0K.

JIist 3TOrO 37MOYMBINIJICHHUKH TOAMEHSIOT CTPAHUILY HCTOIb3YEeMOTo
KEPTBOM MHTEPHET-CEPBHCA HAa MOIICHHUYECKYIO, KOTOpasi BHEIITHE SBIISACTCS
JBOMHUKOM oOpuruHaia. DUIIMHTOBAs CTPAHUIIA MOXET HUMETh CXOJCTBO C
pasueiMu cepBucamu: Kufar, benmoura, cimyx060i#1 nocraBku, 6ankamu, EPUII
U T.J. B COOTBETCTBHM C 3TUM MOYKET WCITOIh30BAThCS Pa3HBIN MPEIIOT IS
nepexojia Ha CTPAHUILy MPECTYMHUKOM (3a0paTh 3a4MCIICHHBIE UM JCHBIH,
MOATBEPANTHh TOJYyYCHHE IIOCHUIKM Ha ITIOYTe WM B CIy)k0Oe I0CTaBKH,
MOATBEPAUTHh MPUEM CPEACTB Ha OJHOM M3 OAHKOBCKHX CEPBHCOB M T.I.).
HeBHuMaTETbHBIM WHTEPHET-TIOJIB30BATEh MOXKET M HE 3aMETUTh MOJIMEHBI,
TaK Kak TMOJOOHbIE CTPAaHMIBI BHU3YyAIbHO CXOXH C OQOpMICHHUEM
OpUTHHAIBHBIX caiToB. Korma momp30BaTenb 3aX0AUT HA TaKyIO MOAICIBHYIO
CTpaHWIly W BBOAWT JIOTUH ¥ TAapoJib, OHU CTAHOBATCA JIOCTYIHBI
MOIIICHHUKAM.

CTOUT OTMETUTh, 4YTO TMPHUMEHsEMas 3JIOYMBIIIJICHHUKAMU CXeMa
XHUIICHUH XapakTepHa He ToJibko s bemapycu. CTonb K€ CHCTEMHO 3TH
NPECTYIUICHUSI COBEPIIAIOTCS B  OTHOIICHHWHM IIOJIB30BATECH  CXOXKHX
pecypcoB, OpUeHTUPOBAaHHBIX HA WHbIE rocygapctBa CHI: Poccuu (avito.ru),
Ykpauns! (olx.ua), Kazaxcrana (olx.kz) u mp.

3.  CBATHUHI

Ceamunz — 3aBEAOMO JIOKHBIM BBI3OB  TOJWIIMH, aBapUIHO-
criacaTeNbHBIX CIYKO0, myTeM (halbIIUBbBIX JIOKHBIX COOOIIEHUNH 00 OMMAaCHOCTH
(Hanmpumep, 0 MUHUPOBAHUH, YOUNCTBAX, 3aXBaTe 3aJ0KHUKOB).
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CBaTvHT B MEPBYIO OuUepeab PAaCpPOCTPAHEH B Cpefle, TNe JIIOAH, Yallle
BCEr0 MOJIOJIbIE, OOBEAUHSIOTCS MO KakUM-TO IesnsiM. Hanpumep, B oHyaiiH-
urpax. ¥ HHUX €CTh TEPMHUH «BbI3BaThb MUJIMIIMIO HA JOM» — KOTJa JJIsl TOTO,
yTOOBI, K TIPUMEpY, JOCAAUTh OOUJYUKY, €My Ha JOM BBI3bIBAIOT
MPaBOOXpaHUTENEH, TMOO0 COOOIIAI0T O MUHUPOBAHUU KAKOT0-TH00 OOBEKTA.

B mnocnennue roapl CBaTUHr W3 3a0aBbl JIIOOUTENEH OHJIAMH-UTP H
XaKepOB TMPEBPATUJICS B MAacCCOBOE SIBIIEHWE M OOJBIIYI0 TpoOiemMy s
IPaBOOXPAHUTEIBHBIX OPraHOB Pa3IMUHBIX cTpaH. OOIIecTBEHHAs! OMACHOCTD
TaKUX JESHUH COCTOMT B TOM, 4YTO 3aBEJOMO HEIOCTOBEPHBIC CBEIICHMUS
JI€30PTaHU3yI0T HOPMAJIbHYI0 pab0Ty OOBEKTOB TPAHCIOPTA, MPEANPHUSTUH,
rOCYJJapCTBEHHBIX OPraHOB U YUPEXKJICHUHN, OpPTraHU3alMii HE3aBUCUMO OT
dbopMbl COOCTBEHHOCTU. B CcBOIO ouepenlb, 3TO NPUUYMUHSIET CYILIECTBEHHBIN
PKOHOMMYECKUM Bpej] KaK CyObEKTaM XO3SMCTBOBAHUS, TaK W TpakJaHaM.
[Ipu »sTOoM wuHPOpMaIUsi O BO3MOXHOM B3pPbIBE, MOJKOre JHMOO HHBIX
JNEUCTBUSIX, TMPEAMNOJAraloluX TSKKUE TOCIEACTBUSA, CIIOCOOHA TMOCESTh
MaHUKY CPeAH HACEJICHHS U BHECTH HEYA00CTBA B OBCEAHEBHYIO KHU3HbD.

CTOHUT OTMETHUTH, UTO OTBETCTBEHHOCTh 32 3TO MPECTYIUICHHE HACTYIAET
c 14 ner. Hakazanue — mrpad, apect, OrpaHHuYeHre CBOOOIbI Ha CPOK JO IMSITH
JeT WM JIMIIeHHe cBOOOJAbl Ha CpoK a0 cemu Jier. Eciam peOeHky,
COOOIIMBILIEMY O JIO)KHOM MUHUPOBAHUHU, HE UCIIOIHWIOCH 14 5ieT, HacTymaer
aIMUHHUCTPATUBHASI OTBETCTBEHHOCTh POJIUTEINICH, a peOCHKA CTaBAT Ha YYET B
WHCIIEKIIHIO T10 JIeJaM HECOBEPIICHHOJIETHUX.

4.  JJAO0C-arakmu

DoS — 3T0 araka Ha BEIYUCIHUTEIBHYIO CUCTEMY C IIEJIbI0 JOBECTH €€ 10
OTKa3a, TO €CTh CO3[laHWe TaKUX YCIOBUM, MPU KOTOPBHIX JOOPOCOBECTHBIC
MOJIb30BATEIM CUCTEMbI HE MOTYT TOJYYUTh JOCTYH K MPEI0CTaBIISIEMbIM
CUCTeMHBIM pecypcam (cepBepam), JuMOO ITOT JOCTYN 3arpyJHeH. B
Hacrosmee Bpemss DoS m DDoS-ataku nonyssipHbl T€M, YTO MNO3BOJISIOT
JIOBECTH J0 OTKa3a MPAKTUYECKH JIOOYIO0 CUCTEMY.

OOBIYHO aTaka OPTraHM3yeTCs TPH TOMOIIU TPOSIHCKUX TPOrpamM.
[IpenBaputenbHO  TPOSIHBI ~ 3apa)KalOT  HEAOCTATOYHO  3alllUIICHHBIE
KOMIIBIOTEPHl OOBIYHBIX TMOJIB30BATENE U MOTYT JOBOJIBHO JOJIFO€ BpEMs
HUKaK ce0s HE MPOSABIISATH HAa 3apaKEHHOM KOMIBIOTEPE, 0KHUAasi KOMaH]Ibl OT
cBoero xos3simHa. KoMmbloTep MOXET NOABEPrHYThCS TaKOW arake Ipu
MOCEIIEHUN PA3TUYHBIX 3apaXKEHHBIX CAWTOB, MPHU TMOJTYUYCHUH SJIECKTPOHHOU
MOYTHl WJIM MPU YCTAHOBKE HEJMIIEH3UOHHOTO MPOrPaMMHOTO OOeCleUeHUS.
Korpaa 3moymblliuieHHUK coOMpaeTcs HavyaTh aTaky, OH JaeT KOMaHIy, U BCe
paHee 3apa’KeHHbIE KOMIBIOTEPHl HAYMHAIOT OJHOBPEMEHHO CJIATh 3alpOChl
Ha CalT-XEPTBY.

Hanbomnee wmaccoBas DoS-ataka B bemapycu Obplna mpousBeneHa
AKCTPEMHUCTCKMMM KaHailamMu B 2021 roxy. 3JI0yMBIIUICHHUKHA, HAMEPEHHO
yTauBasi HH(pOpMaIMio 00 YroJOBHON OTBETCTBEHHOCTH 3a ydactue B DOS-
aTake, MNPUBJICKIM K Yy4yacTuio B Hed Ooznee 10 Thicsy rpaxkiaH
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(MpeuMyIIeCTBEHHO U3 Ynciia MoJioiexku). [IpakTuyecku Bce y4aCTHUKH 3TOTO
POTUBONPABHOTO ACHCTBUSA OBUIM yCTAaHOBJIEHBI, & HauOoJee aKTUBHBIE U3
HUX OBUIM MPUBJICYEHBI K YTOJIOBHOW OTBETCTBEHHOCTH.
5. 'PYMUHI'

I'pymunz — 3T0 BXOXKACHUE B3POCIOTO YEJIOBEKA B JIOBEpUE K PEOCHKY C
LETIbI0 CEKCYaIbHOTO CaMOY IOBJIETBOPEHUS. 3JI0YMBIIIJICHHUK TUCTAHIIMOHHO
HAIIYTBIBAET CBSI3b C PEOCHKOM Yepe3 COIUaIbHBIE CETH, MECCEHKEpHI,
OHJIAWH-UTPBI, DJIEKTPOHHYIO TMOYTy. 3aTeéM MOXKET BBIHYAUTh peOeHKa
npuciarh Qororpaguu MHTUMHOTO XapakKTepa, BOBJIEYb B HW3TOTOBJICHHE
NOPHOTpAUYECKUX MaTEpUANIOB, CKJIOHUTh K HWHTUMHOM BCTpede B
pEaTbHOCTH.

OT rpyMUHra OTIHWYAIOT CEKCTUHI — 93TO TEPEChUIKA JIMYHBIX
dbororpadguii,  COOOIIEHUH  UHTUMHOTO  COJIEP)KAHHUS  TOCPEJICTBOM
COBPEMEHHBIX CPEJCTB CBSA3U: COTOBBIX TEIE(HOHOB, SJIECKTPOHHOM MOUTHI,
COIIMAIbHBIX UHTEPHET-CETEM.

[Topoit moa BIMSHUEM CUTyallMyd WA SMOLMM, MOXKET MOKAa3aThCs, 4TO
nepeciarh Takue (poro — xopomias uuaes. Yamie Bcero mapHU U JIEBYIIKH
JenaroT A3TO (IAUPTYs, MNOAJABIINCH HACTOWMYMBBIM YTrOBOpaM, IIBITAsICh
pa3Biedb CBOMX APY3€H, 4TOOBI MOJYYUTh UX MpU3HAHUE (Yallle MePEeChUIat0T
yykue (OoTo, 4TOOBI MOXBACTATHCS), UM KE MPOCTO OTOMCTHUTh. JTa HJed,
npsIMO  CKaXXeM, HE O4YeHb  XOpollas:  3JOYMBIIIJIEHHUK  MOXET
BOCIIOJIb30BaThCS TAKOW JIOBEPUYMBOCTHIO BO BPEI.

6. KUBEPBYJIUVIMHI'

Kubepoynnunz — TpaBis MOJIB30BATEN 4YEpe3 BCE KaHAIbl CETEBOIO
OOIIleHNs: COIMAIbHBIE CEeTH, (OPYMBI, YaThl, MECCEHIKephbl. [IpoBomuTh
TPaBJII0 MOTYT KaK OJHOKJIACCHUKH, WHTEPHET-APY3bi U T.JA., TaK U
COBEPIIICHHO MTOCTOPOHHUE JTFO/IH.

Ota dopma MCUXOJIOTHUUECKOTO TEeppopa MOXKET MPUHUMATh pa3HbIC
o0JMuusl: OCKOpOJIEHUS 4Yepe3 JIMYHbIE COOOIIEeHMSs, MMyOauKamus |
pacmpocTpaHeHne KOH(DHUACHIIMAIbHONW, MPOBOKAIIMOHHOW HWHGOPMAIUU O
XKepTBe; ¢u3MUecKas arpeccwss W Tak ganee. [lpwumHbl KubepOyiuHTa:
YyBCTBO MPEBOCXOJICTBA, 3aBUCTh, YYBCTBO MPEBOCXOJACTBA HAJ COMEPHUKOM,
YyBCTBO COOCTBEHHOUW HETOTHOIIEHHOCTH, CAaMOpEaTH3aInsl.

Ocob0 ciemyer OTMETHTh CIIOCOO BO3JCHCTBUSI  3alpellCHHBIM
KOHTEHTOM. PeOGeHKy MOryT IMoKa3biBaTh MHOpPHOrpadUuecKrue MaTepuallbl,
HaHOCS yuiepO TNCHUXHUKE, TaK KaK M300paKEHHOE CO BPEMEHEM IepeCcTaHeT
BOCIIPUHUMATHCS PEOCHKOM KaK aMOpaibHOE TTOBEICHHE.

¥Yrpo3a HOBOro BpEMEHHM — TaK Ha3blBa€Mble rpynmbl cmepTu. M xots
OOBIYHO CO3JaTENsIMH TAaKUX TPYIIT SBISIOTCS CaMU TMOAPOCTKH (IeNb —
«XaWMmy, KaJa OCTPBIX OIIYIIEHUW, >KEIaHUE JIOMHUHUPOBATh U YIPABIATH
JIPYTUMH), B MIOJIOOHBIX TPYIIIAX CO3AAETCs OJaronpusTCTByolas armocdepa
JUIS1 KyJIbTUBUPOBAHUS CYUIIUATbHBIX HAMEPEHUM.
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/. MOIIEHHUYECTBO B COILICETSAX

B Hacrosiimee Bpemsi 0c000 aKTyaJIbHON CTaHOBHTCS MPOOJIEeMa 3allUThI
aKKayHTOB B COLIMAJIbHBIX CETSAX W MPOTHUBOJCUCTBUS pasInyHbIM (popMaMm u
BHJaM MOIIIeHHHYecTBa. HanOoyiee TUIINYHBIE CIIOCOOBI OOMaHa B COICETIX
CETOJHS TAaKOBBHI:

Ilpeoonnama

3M0yMBIIIICHHUKA Pa3MEIIaloT OOBABICHHUS O MPOJaXke KaKuxX-JIn0o
TOBApOB 110 OPOCOBBLIM II€HAM, HO JIJIsI €r0 MOJIydeHUs (IKOOBI MOCPEICTBOM
MIOYTOBOM TIEPECHUIKM WJIM CIY>KObI JTOCTaBKH) TpeOyeTcsl IepedrciieHne
NPeIoIUIaThl WM 33JaTKa Ha yKa3aHHBIE «IPOJIaBIIOM» OaHKOBCKYIO KapTy,
JIEKTPOHHBIN KomeneK. OOBIYHO TTOCIIE IEPEUUCIICHUS 0KHIaeMbIid TOBAp TaK
U HE TIOCTYIIAET, a «IIPOJAaBEI NEPECTACT BHIXOAUTh Ha CBS3b.

Hlanmasic u vimozamenvcmeo

B HEKOTOpBIX ciaydasx 3JO0YMBIIUICHHHKHA  MOTYT  yTPOXKaTh
pasrialieHueM Pa3IuYHbIX KOMIIPOMETHUPYIOIIMX CBEICHUM C  IIEJbIO
BBIMOTaTENbCTBA.

ConpanpHble C€THU — OTO KJaJe3b MEPCOHATBHON HHPOpMAMH O
yenoBeke. [lolydMB HECAaHKIIMOHUPOBAHHBIM JOCTyH K CTpaHUIlaM B
COIIMAITBHBIX CETAX, MEPEIUCKE IJICKTPOHHBIX TTOUYTOBBIX SIIMKOB U 00JTaYHBIM
aKKayHTaM ¥ 3aBlaJcB H300paXEeHUSIMH, HE MpeAHA3HAUYCHHBIMU IS
nyOJWYHOTO MPOCMOTpPA, TPECTYITHUKH BCTYMAIOT B  TEPEIUCKY C
MOTEPIECBIINMU, TpeOys pa3HbIe JEHEKHbIE CYMMbl W YIpokas B Clydae
OTKa3a paclpoCTPAaHUTh UX B UHTEPHETE.

Ounaiin-uzpul

NunaycTpusi TpOW3BOACTBA UTP [JISi TIEPCOHAIBHBIX KOMITBIOTEPOB H
MOOWJIBHBIX TQDKETOB JIaBHO CTall0 BBICOKOJOXOJHBIM Ou3Hecom. He
YANBUTEIBHO, YTO TIOBHIINICHHBIM BHHMAaHHEM OHa TIOJB3YyeTCS U Yy
MOIICHHUKOB. [[€HHOCTh TYT MPEICTaBIAIOT W aKKayHThI IOJIb30BaTeleH, K
KOTOPBIM HEpPEIKO NpHuBs3aHbl pekBU3UTHI BIIK 1 MOKymKH WTrpoBBIX
NPEUMYIIECTB, W KOJUICKIIMOHHBIC TMPEAMETHI, KOTOPHIE HIPOKH TaKKe
HEPEJIKO MPUOOPETAIOT 3a PeaabHbIC JCHBIH.

8. COBETDI I1O BE3OITACHOCTH

Cy1iecTBeHHYI0 4acTh CBOEH KM3HU COBPEMEHHBIE JETH U MOAPOCTKH
IPOBOMAT B HMHTEpHETE, a 3HA4YUT O3 0a30BBIX 3HAHWKA B O00JACTH
KnOepOe30MacHOCTH MM, KaK 1 B3POCIIbIM, He 000iTHCh. UeM paHbIlle HaYaTh
IIPUBHBATh HABBIKA OE30I1IACHOTO B3aWMOJICHCTBUS C BHPTYaIbHOM CpEIOW,
TEM MPOYHEE OHM YCBOATCS. M CTaHYT TaKUMHU K€ €CTECTBEHHBIMH, KaK MBIThE
PYK.

Cosemosamucsa c pooumenamu

Ecnu pebeHOKk Xo04deT 3aperucTpupoBaThbCsl Ha KakOM-JTUOO cailTe,
co3aaTh MPOoUIIL B COMMATBHON CETH U BBUIOKHUTH CBoM (oTOoTrpaduu, JIydIie
nepesl 3THM IOCOBETOBATHCS C POIUTESIMH. B3pociblii YeOBEK CMOXKET
JTy4Ille TPOaHATM3UPOBATh CUTYAIMI0 M TOHSAThH, OTMACEH JIM CAlT, a TakkKe
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IIOMOYb BBI6paTB CHUMKH, KOTOPBIC MOXHO BBUIOXHNTL Ha BCCO6H_ICC

0003peHHueE.
Yemanosumo oucmanyuoHHblil KOHMPOJIb
OYHKIIUA ~ «POAMTEJbCKOT0  KOHTPOJs» — 3T0 H  Kak

crenanusupoBanHoe [10, Tak U yciayru mpoBaiepa, KOTOPbIE BKIIKOYAET B
ce0st cTaHIapTHBIA HA0Op DYHKIMNA. A UMEHHO:

- OrpaHMYEHUE BPEMEHU HAaXO0XKJICHHs peOeHKa B CETH;

- OIpPaHUYEHUE BPEMEHU IMOJIb30BaHUSA KOMIIBIOTEPOM;

- BO3MOXKHOCThH CO37aHusl Tpaduka ¢ JOMyCTUMBIMU YacamMu pPabOThHI B
TEUEHHE JIHS;

- OJIOKMpOBKA CalTOB C 3alpPEIIEHHBIM KOHTEHTOM;

- OrpaHMYE€HUE Ha 3aMyCK NPUIOKEHUU (HApUMep, UTP U HHBIX
MPUJIOKEHUIN) U YCTAHOBKY HOBBIX MPOrPaMM.

bepeuv nuunvie oannvie

Jlaxxe ecnu peOCHOK AyMaeT, 4TO XOPOIIIO 3HAET YEJIOBEKA, C KOTOPBIM
oOIaeTcss OHJIAH, HE HYXXHO paccKa3biBaTh MNOJAPOOHOCTH O cebe U O
poautensax. Homep Tenedona, aapec, HOMep MIKOJbBI U KJlacca, MECTO PabOThI
poauteneld U ux rpaduk, Bpems, KOrja B KBApTUPE HET B3POCIBIX, a TAKKE
JAHHbIC U3 JOKYMEHTOB, HOMEpa OAaHKOBCKHUX KapT — TaKylo MH(DOpPMAIIUIO HU
B KOEM CITy4ae HeJlb3sl IepeIaBaTh APYTUM JIIOISIM.

He oenumuca ungpopmanyueit o 3naxomolx

[IpaBuno, npuBeAEHHOE BBILIE, PACHIPOCTPAHSIETCA U HA IPYTUX JIIOACH.
He Hy>XHO paccka3biBaTh PO APY3€H U OJTHOKIACCHUKOB, COOOIATh, T/I€ OHU
KUBYT M Yy4YaTCs, Kakue KpYyXKdH mnocemaror. Henb3sh mokas3biBaTh HX
dboTorpaduu — HUA BHIKIIAJBIBATh UX B CBOUX MPOQUISX B COIMATBHBIX CETSX,
HU TeM 0o0Jiee B YaCTHOM MepernuckKe.

Ecnu xodercss BBUIOKUTH TpynioBoe (GOTo C TMpa3IHUKA WIH
TPEHUPOBKH, CHaYaja CTOUT OOCYAUTh 3TO C TEMHU, KTO U300paKEH HA CHUMKE.
W nydime, eciy OHM cOOOHIAT POIAUTENSIM, YTO Takoe (OTO MyOIUKYEeTCs B
UHTEpHETE.

Dunvmposamsp unghopmayuio

MOolIeHHUKN aKTUBHO UCIOJIB3YIOT UHTEPHET B CBOMX MHTepecax. OHH
MOT'YyT OOMAaHBIBaTh JIIOAECH M MAHUNYJIUPOBATh UMM, JaBi Ha KaJIOCTh WU
ctpax. IloaToMy Ham0 HAy4YUThCS CKENTUYECKH OTHOCHUTBhCA K JIHOOOH
uHpopmaIuu, pasMeneHHOW B UHTEPHETE, U HE JIOBEPSTH CIIENO BCEMY, UTO
TaM IMHIIYT.

AnMuHucrpauuss MockoBckoro paiiosa r. bpecra



OCTOPOJXHO!

MOIIEHHUKU B UHTEPHETE

BULKHI
HE cneayi HcTpyKumam HE cosepwait HUKakux
HE3HaKOMLIEB, NO3BOHMBLLNM AENCTBUIA Ha CMApPTPOHE No
C HeU3BECTHOro Homepa npocsbe NOCTOPOHHMUX NUL,

' i
HE coobuwaii HenssecTHbIM HE nepesoam neHbru
NMUaM CBOM NEepPCOHaNbHbie HE3HaKOMbIM NIOASM B
RaHHble KayecTse npeponnars

i) Coxpamu sty inpopmammmo u mogenucs ¢ Apyryvm




OCTOPOJXHO!

MOIIEHHUKU B UHTEPHETE

A A
htpﬁ@t- .
]
He roponuce nepexoautsb

No CCbiNKe, I'IOJ'IYLIEHHOIZ
OT HE3HaKOMUa:

BO3MOYKHO, OHa BEeT Ha m M Lu M H r
VWMHIOBbLINA CaNT

HE nonsayiica oTKpbITBIMK
Ban-pan-cetamu B kape
WM Ha yauue

(ee-y) = -

He cnewm nepexoauts no DULLIMHIOBan CCbIKA MOXET
CCbiNkKe: BBeAU aapec NPUATK B MECCEHXEPe, NO
BPY4HYI0 3NEKTPOHHOM noyTe, 8

CMC-CO0DLWEeHUn

i Coxpanu 3Ty MHGOpMALMIO U MORENMCE C APYTUMM




BHUMAHMUE!

BE3OITACHOE MICITOJTB30BAHUE COLICETEH,
MECCEH/I)XEPOB ¥ SJTIEKTPOHHOM ITOYTHI!

‘ HEJ1b3A 527

Pa3mewlars NepcoHanbHyio @ o Pearupoatb Ha

1 KOHTAKTHYIO , nucoma ot
uropmaumio o cebe B HEM3BeCTHOro
oTnpasuTens

o oy
®
®
° %50

WUcnonb3osats Orkpebisartb

yKa3aHue reonoKaumm * NOAO3PUTENLHOE
Ha oto B nocrax Oreevars Ha arpeccuio u BNOXEHUE K MUCbMY
‘ . 0buAaHbIE BbipaXKeHUs
4 4

Lot
"‘(ﬁ*""

%) Coxpamm sTy MHPOPMAUMIO ¥ MOAENMCEH C APYTUMN
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BHUMAHMUE!

3AIIUTHU CBOIO

BAHKOBCKYIO KAPTY
HEJIb3A 546 |

Coobwars CVV-koa nan

XpanuTe NUHKOA BMeCTe

C KapTom oTnpaensTL ero $oro
Pacnpocrpansars Coobuiats gaHHbie,
NUYHBIE AHHbIE, NOMMH nonyYeHHble B BUAE

1 Naponb AOCTYNa K SMS-coobueHui,
cucreme CEeaHCOoBbIE NAPONK, KOA
«MHTepHeT-6aHKnHM aBTOpPU3aLMK U T.A4.

@ Coxpanm 3Ty MHGOpMaLMIO ¥ MOJENMUCEH C APYTHUMM
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BHUMAHMUE!

HUPPOBASA BE3OIIACHOCTD
B MHTEPHETE

YCTAHOBUTE AHTUBMPYC HA BCE I l
BALLW YCTPOMCTBA &

HE nepexogure no HE coobujaiire ceon
CCbINIKAM W MUCbMAM OT NEPCOHANbHBIE AaHHbIE
HE3HAaKOMLEB, He ¥ AaHHbIe GaHKOBCKOW
HAXKMMANTE HA KAPTUHKM W KapTbi

KHOMKW

1=
= @

QO
-
il -
HE yxasbisaitre nuuHyio

HE sepbre obewanuam b
- _ uHdopmaumio B
BHE3AMHbIX BbIMIPLILEN ) HE ucnonsayitre oguHakosbie OTKPITBIX UCTOYHHKAX

naponu ANs BCeX aKKayHTOB

’X@ﬁ,‘ Coxpauu 3Ty MHPOPMALMIO M NOJENNCH C APYTUMM




IPUPAGOTE CIIJIEKTPOHHOU TIBYTON

HE HAL1O:

... OTKPBIBATDb BJIOXXEHUA
NOYTOBbLIX COOBLLEHUIA
OT HEU3SBECTHbIX
OTNPABUTEJIEN

... NEPEXOOWUTL NO
CCbUIKAM. NOJTIYHEHHbIM
OT HEU3BECTHbIX

... X\PAHUTb U
NEPEOABATH B OTKPbLITOM
BULAE BAXHbBIE [1AHHbIE
(SAAPXUBUPYITE UX U
YCTAHOBUTE NAPOJIb)

... MPU PETUCTPALIUKA
ALLUKA YKA3BIBATH
BUOI PAOUYECKUE
IAHHbIE. UCMNOJIb30BATDH
MPOCTLIE NAPOJIU U
NOBTOPAHOLLUECH
CUMBOJIbI

... NOAKJTHNYUTDb
2-MAKTOPHYHO
AYTEHTUDUKALUKO

... PETYJIHPHO MEHATDH
MNAPOJIb OT 3JL.NOYTHI

... UCINOJIb30BATH
HECKOJIbKO NMOYTOBbIX

ALLUKOB 1717 PASHbLIX
PECYPCOB (NEPENUCKA.
PErMCTPALIUA. NEJIOBAA
MOYTA)

... ACNOJIb30BATb
YHUKAJIbHBIE MNMAPOJIA
I1JTH PASHbIX
UHTEPHET-PECYPCOB

... BBOIUTH
MHDOPMALIUIO TOJILKO HA
SALIULIEHHBIX CARTAX
(HTTPS)

» BHUMAHMUE! |
EAUWHCTBEHHbIA HALIEMKHbIA CNOCOB SALLUTDI
- 3T0 BALUA BAUTENIbHOCTb!

[ NABHOE YTIPABJIEHME 10 NPOTUBOAEUCTBUIO KUBEPTIPECTYITHOCTU KM MBJ1 GENAPYCHU



13

KAK SALLATUTD NPEANPUATUE

OT KUBEPYIPO3

B 2048-2020 I'T NPEANPUATUAM NPUHUHEH
VILEPE HA CYMMY BOJIEE 2 MJTH. PYBJIER

OCHOBHBIE CXEMbI KUBEPIMPECTYINHUKOB

;“'a“: 0%

Nogmexa pexenInTos ?‘-— 7‘?
B e
ANA Nepesoaa cpeacTs oo
ulu¢poaauue' 12 MPUNIHADSHAR CAD HENOADIYEIOR B Duwmnrosoe
KOMMepUecKon JNATEIR M 4 YNNI JER0EHX OTHOWEHUAS NUCLMO
wHdopmMaumn Genapyconsd Gupnat i 3Py Bemnico KoSTPIrenta, Ha JexTpomg0 nesTy
YaK2PM POTYNIOT ACCTYA & KOPOpe® AKTRERO KONTIXTUPYIT 00 YN KEPCRmO YNPEX LRI PRI OOV
ATHKBM OPF MWL IIUNM, BONTE. SA0FMIANEIHILCA NOYNIT ZCTYN & CRNONEHAEM-BPENDNACOM,
NpeApIRANT WX B ORNOMY 13 SELAXES, FNICTEYORAX B BEPENICE, (ROCOBNMIM NPESITHTY LI
Secomecnenni nabop onuBonoe KO(22 Y KOVNINAI MAMEIETON KPYINR CRERR, R KOMAIHAR UNSOPAILID &
U OCTIRAROT NGRS ¢ €0 8380M230 eonail npeqnpuATIA (wiw e Gecnonensit Mabop (AMBOR0S,
NPEATOREHPEM PACLIASEORITS APyTod INEKTPORGR BONTH ¢ MEKCHMATSHO

RANNME 13 Aevaly ROROHM Z3PECOM) XIXEPH BREAINT BICHMO, 8

FOTOPON OT UNEHA KANFYA YRASCARANT
BIPTHMEPOS O MIMEHEMAL DEXEAIATCE ANS
PEPEBOAR (PEACTS.

KAK SALTUTBCA OT KUBEPYIPO3

B 2= o

- —
BOCMORS308ATCA PRYRAPHO EMNONKATS NOM3I0BATHCR HACTPOTS (BEHANLHOL
FENYTIMI NPOPELCHONINGS pesepenoe SKTYANLNLAA NECIPIMNVKOE OBe(mesenne,
NO JJUTATE [N KOMMIPOBIHIE AINNLX IHTVEHPYLAVM DACKMPYNEIEE TAPIETHPOLINMNE
ATANA M 1A POPMILIRONHE
cucTeva

[ NIABHOE YTPABJIEHHE N0 NPOTHBOAEACTBIIO KHBEPTIPECTYNHOCTH KM MB/L PB
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Kak He cTaTb epTBon KubepnpecTyrnHUKa.

3ALLUTA BAHKOBCKOM KAPTOYKU

OcHoBHbie NnpaBuna nHopMayMoHHoK 6e30nacHoOCTU No 3awuTe
6aHKOBCKOW KapTO4KK:

o He pexomeHgyeTca
XPaHvTh B TalHe NWH-KOL KapThl
XpaHuTL NUMH-KOo4 BMecTe

€ HapTO4YKOW/Ha KapTouKe

NPUKPLIBaTL NafoHbLI0
% Knaswatypy npu esoge
WEeRa 9 coobwars CVV-kog wnu

opOpPMNATL OTNPasnATL ero ¢oTo

| l OTAENbHY

KapTy AnsA : K - PAcnpoCTPaHATL NUYHbIE

OHNanH-NOKYMNOK S ' ! AaHHble (Hanpumep
___ [AeHbMM 3a4UCNATL ﬁ NacnopTHLIE), NOruH
gg TONBKO B pasMepe ¥ Naponk AOCTyNa K cucTeme

npegnonaraemMon MOKYMNKW

"NHTepHeT-0aHKUHr
ucnone3osars yenyry 3-D Secure® U AMMUTBLI Ha co06LIaTh AaHHbIe
MaKCUManbHbIe CyMMbI OHNaH-onepauni nonyuexHsIe B Buae

j cKpbime CVV-Koa** Ha KapTe (Tpex3HayYHbi HoMep Ha SMS-coobuieHunn, ceaHcosbie

obpaTHoM CTOPOHE), NPeABapUTENBHO COXPaHUB ero naponu***, Kog asTopU3aLmMm,

naponu 3-D Secure

nogKNIo4MTL yenyry “SMS-onosewexue”

* Yenyea 3-D Secure - @np nodmeepGeHUs 0HAa0H-NIOMEHa Sepament Kapmo4Ku aaodum ocobsil Hod
{nonyvyoem e2o 8 cMc-cooBLUeHU HO menegoH),

“*Hod CVV - nocnednue 3 yugpei HoMepa Ha obpamHod CrmopoHe NAOMEMKHOD KOpMbl Cnpasa Ha benold nuHuu,
npedHaaHaYeRHoU dna nodnucu, Hod Gaem Go3MOMHOCME PACNOPAMAMECA CREGCMBarMU, HaXOGAWUMUCS HO cHemy,

(PUBUYECHU HEe KOHMOKMUPYR € Kopmou.
“** Cearcosuitl NApont - NPesocmasnAemen NpU BXxo0e 8 UHmepHem-BaHKuHe, dedemaumeneH NULL 8 ImeYeHue

0GHOZ20 NIGMEeMH020 ceaHca,

WUcTounuk: MBL Benapycu. © WUndorpadura @
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. |yyacTinmch CRyyAu

TEJIEDOHHO0 MOLIEHHWYECTBA!

MOLIEHHYK WLHE BEOUTECH HA
MOXET HA C/IOBAIN

MPEACTABUTHCA: MOILEHHMKA:
« CoTpyAHukom baHka * Bawa kapTta
3a6A0KMpOBAHA
COTPYAHUKOM CAYXObI
6e3onacHocTU BaHKa +« B OTHOLWEHUU BaALLUEH
» COTPYAHUKOM GOABHULLBI KapThl RPSANPHHYMaAIOTCS
MOLLUEHHUYECKHE AeHCTBUSA
« COTPpyAHHKOM
GAQroTBOPUTEALHOM « Bawemy poACTBEHHUKY
OpPraHmM3aumm HY>XHO MOMOLLLb
AU A€Y4EHUe

* POACTBEHHUKOM
* Bam noAoxeHa oTcpoyka

nonpuchb MO KPEAMTY MAK NOCOGHIO

AQHHbIE KAPTbI: MapoAs: NepeBecTu A€HbruU:
=  m-3
* HOMEp KapThl e OT MHTEpPHeT-6aHKA; . g cneuuaAbelM
« CVV/CVC-koa M3 SMS-COOGILEHU  cyeT uAM KAPTY,
* CPOK A€UCTBUA MHTEPHET-6QHK MAK B 6e30NaCHOCTH
KapTbi MOATBEPXAEHMS
onepaumm)

- COOOLLANTE HUKOMY ACHHbIE KApPThl

- COOOLLLaUTE HUKOMY NMAPOAU U KOAbI M3 SMS

- BbIMOAHAUTE AEUCTBUA C OAHKOBCKOM
KAQpTOU NO Npocbhbe TPpeTbUux AUl




MOLUEHHWYECKAA CXEMA “YEJIOBEK MNOCEPEAWHE":
SALAUTUTE CBOH 3JIEKTPOHHYHO NOYTY!

WINBHUENIIPABIEANENOIPOTMBONENCTBMIO KubEPTPECTYNHOCTY KM MBI Benapycy
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KaK He cTaTb }epTBoM KMbepnpecTyrnHUKa.

3ALLUTA BAHKOBCKOM KAPTbI

Haubonee pacnpocrpaHeHHbie MeTofbl paboTsl
3110YMbILLNIEHHUKOB

HE COOBLLUAWUTE

BbIMaHWUBaHWe PEKBU3UTOB HUKOMY

6aHKOBCKUX NNATeMHbIX
% HKapTc B vHdopMaumio, pasMeLleHHYIo

UCcNoNb3oBaHMeM Pod y Ha Balwei 6aHKOBCKON
B3N1OMaHHbIX aKKayHToB & ; - nnaremHon Kapre (Ha obeunx
3HaKOMbIX B 2 ; : CTOPOHax): HoOMep, AaTty, Koa
CORMAREGIL COTIN / Ry~ 5 ] B uvdposbie unu byKeeHHbIe

KOoAOb!

NacnopTHeie e
JOKEMOKYNATEND - k] PTHbIE AaHHb!

noa BUAOM NoKynaTena
3N0YMBILWNEHHWK CBA3LIBAETCA C NPOAABLOM, \ EC/I BAM
npeanaraer BHECTU 3anor nepes NOKyNKoi Tosapa, a AnA ‘ \\ nocrynun

nony4eHUAa OeHexHoro nepesoga NpeaocTaBnAeT eMy COMHUTENBHbLIN
CCbINKY Ha MOLUEHHUYECKUIA CalT, BU3YanbHO NOXOMUIA Ha 3BOHOK

odpuumnanbHbIn canT baHka
B HemeaneHHo 3aseplumTe

Pas3rosop
BULLIMHI - npepcrasnanck no Tenepony
COTPYAHUKOM BaHKa, 3N0YMbILWNEHHWUK NbITAaeTCA B obpaTuTeck B KOHTaKT-LEHTp

y3HaTb y AepKaTena KapTbl KOHPMAEHUMANbHYIO

6aHKa, BbINYCTUBLUEro KapTy

nHpopMaumio (ee peKBU3NTLI, @ TaKKe HoMep nacnopra, B cneqyiTe peKoMeHaaUMAM
NUYHBIA MASHTUPUKAUMOHHBIA HOMEp, NOMUHbI, NAPONMK, COTPYAHWUKA DaHKa
CMC-kogbl)

[nA 3awmThl AeHeXHbIX PaboTHWKKM 6aHKa no TenepoHy He nasaiTe HUKOMY cBOM
CPeAcTB KNMEHTOB y 6aHKa  He QOMKHbI CNPaLWKUBaTh HU MOBUNBHLIN TenedoH u

ecTb BCA Heobxoauman PEKBU3UTLI KapTbl, HU npeaynpeauTe 06 3ToM Balux
nHpopMaumA NacnopTHble AaHHbIe 6nu13Kunx, ocobeHHo aeten U

vy NoXunoro eospacra

Wcrouruk: HauvoHanbHbi 6aHK Benapycu.
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BIH|HIMIRTHIWIE}

BEPEIMTE CBOWU AEHbIW!

YYACTUNNUCH CNYYAU XULLEHWA OEHET C BAHKOBCKWUX KAPT-CYETOB!

A l -

Ecnu Bam npuLwno .. HX B KOEM Clny4ae

COOBLLEHYE B ... B KOT OPOM rOBOPUTCA, He nepexoauTe no

P yTo BaHKoBCKas kapTa Sernia)

ASHol/poBaka, U HesamegnurensHo
;ﬂl a2 obpaluainTecs B
pa ; OkupoBaTb €8, .o 6y 6 S30MIACHOCTH
npouasA no CChINKe... , ;

i | g
i ~
(\ ".-—“ J

- He MepexoauTe no npm,lfpgﬁﬁeHHo? ke,
HWKYAa He nepecbkinanTe ceoun AaHHbIe;
- NpOBEpLTE DanaHe csoeﬂ)@l bl B BaHkomare,

MH(*)OKMOCKG, MOﬁVIﬂbHO}I nnu MHTepHeT-6aHKMHFe;

- 0bpatuTech B cnyxBy besonacHocT BaHka.

lnasHoe ynpasnexue no np ucTBulo) kuSepnpecTynHocTu
kpumusanbiol munuuuu MBI PecnySnuxu Benapyce
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0000001 LM®POBO TMTMEHbI 11

HE COUBILAR JIMHYID MHOOPUALYGO HESHAXOMLY. Y1, BODEINE, B MHTEPHETE HE PASMEUIAR CIENENIA U CESE N LEMLE

CoBETYAGH © POIMTENARMN, SAX TIPASINLHO NOCTYINTS,
G/ CTOMGHYACA © MEN=TO HETOHATHRN SN YT AL

[ostm, Y70 B WHTEPHETE HAND BYITY

[TABHOEY/NPABIERNENOINPOTVBOAEACTBHIOKMBERTPECTYHOCTHIMBI

W HE PA3BNEYEHME, A MPECTYNNEHKE!
YIrONoOBHAA OTBETCTBEHHOCTDb 3A KWBEPNPECTYNNEHWA HACTYNAET:
C 14 NIET & ¢ 16 NET

AIVA”"H
CTATBA 212 YK BEJIAPYCH _ CTATbA 349 YK BENAPYCH

{ H,’Aku'ilJFh TCA ] DF HAKABHLIBAETCA
l*llnuh 10 NHWEHKR CBOBO/IkI KA CPOK . BONOTS [10 NALIEHRA H CBOGDAb! HA CPOK

|
-
CTATbA 340 YK BEJNIAPYCH CTATbA 222 YK BENNAPYCH

HAKASHIBAETCA BNNOTE 10 NHILEHWA MEHTDE HAKA3LIBAETCR
CBOBOAL HA CPOK 3NNoThL ﬂn NNLERKA CBOB0 AN HA CPOK
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BHUMAHRWENGIMERALIVAICBULLIVIE[E»

ADEPUCT MOXET ADEPUCT MOXET ADEPUCT COOBLLAET,
NO3BOHUTL N0 NoBoaY MPEACTABUATLCA YT0 POACTBEHHUK
TOBAPA HA TOP OBOW BAHKOBCKWM PABOTHWUKOM W XEPTBbI MOMAN B BEAY
MNOWAZKE U BbIMAHWUTb N EMY HYXXHA
MPEANOXWUTL CAENKY C KOH®UAEHUMATBHBIE (UHAHCOBAA NOMOLLb
NPEAIONNATOR [AHHbIE

BULLWHI - cnocos MOLLEHHUYECTBA C NOMOLLbH TENEDOHA, KOr 1A MOLLEHHMK NOA

PA3JINY4HLIM NPEIONOM NbITAETCA BbIMAHWTD NMEPCOHAJIbHYH) UHOPMALIVKD XXEPTBbI
ANANOCNEAYHOLLETO XWLLEHWA NEHET C EE BAHKOBCKOIO CHETA

- —

- HUKOF 1A HE COOBLLLAWTE - HALLEXXHO SALLIMLLIAVITE CBOW
HE3HAKOMOMY CBOW [\AHHBIE ([1BYXDAKTOPHASA
[MEPCOHA/IbHBIE [IAHHBIE ABTOPU3ALIMA,

CMC-ONOBELLLEHKE . 1 T.0)
- HE TOPOIWTECH BbIMNOHATD

10,410 OT BAC NPOCUT

COBECE [IHVK. MOLUEHHWKM - B CJTYHAE YTEPH N KPAXW
OYEHb W30BPETATENbHbI U KAPTbI 3AB/IOKUPYWTE EE 10
TEJIE®OHY WK B bAHKE

YBEUTE/IbHbI!

FYMKKMMBIRECTY.BNUKIBENARY.Cb
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BHYMAHWENOTKRBITIARWIE
YrPO3A YTPO3A

JUNA BNANLENBLIEB WI-F1:
= SNOYMBILLTERHNK MOXXET BHEAPHTD ~ BBOAMMBIE BAMMW NEPCOHATIbHBIE NAHHbIE
BPEJIOHOCHBIE NPOMPAMMbDI HA BALIE MOTYT BbiTh MEPEXBAYEHD! XAKEPOM
YCTPOACTBO YEPES OTKPLITOE (MNATEXHAR WHOOPMALIKA, PEBHSHTDI,
Wi-FI-COEQAWHEHNE KOHTAKTbI HA TENE®OHE, NAPO/I)
- BALl TPADWK MOXXET BbiTb NEPEXBAMEH = SNOYMBILNEHHAK MOXKET NONYUNTD
SNOYMBIUNEHHNKOM, BKJIOYAR ROCTYN K BAWMNM NEPCOHANBHBIM NAHHLIM,
NEPCOHAJIHBIE IAHHBIE, PEKBH3WTHI KAPT, W ©OTO-BHAED, XPAHRLUMMCA HA YCTPORCTBE,
T.A. W14
= BALU KOMMLIOTEP MOXKET BbiTb NOAKMOYEN K =~ SNOYMBLILNEHHWK MOXXET B3NIOMATD BALUW
BOT-CETH, OCYUECTBNRIOWER DDOS-ATAKH, MPOrPAMMB! W COLUMANBHBIE CETH,
YT0 MOXXET NOBAEYDL YTONOBHYW COBEPIWIAR SATEM PAS/THYHLIE NERCTBMA OT
OTBETCTBEHHOCTb BALIETO WMERW

< <
@ [IABHOESYNRABNEHVE(NO]NROTVBOAEACT BUIOKVUBERNRECTYHOCTH @
KPUMWUHATIBHOWIMUIMLIMUIMBIRECTTY 6 INKUIBETTARY.Ch



BezonacHeIy uHMepHem
nAa demeu

9 . .
He COOBWaY HEIHAKOMUAM
£BOU NIOZUH U NAaposb
HE OMKPLIBAU, Pauibl U3
HenpoBeEpeHHLIXNUCMOYHUKOS,

VIS aV]
HUUYTITIE SO EME
HONBEUBAMBCS

HEscpewaica c souws, WIHITIEHETTOM

C KOTOPbIMIM SHOKOM TOABKD
B MHTEDHETE

3a MOCKOW OHAQHH-COBECEAHMKA
MOXET CKPbIBATLCS 3AOYMBILLIAGHHMK

[IpUBUNEHO!
r @ ®
NOPOBOU '
'MIr'MEHDI

3AOYMBILLAGHHUK MOXET BCTPETHTL
1808 C HEAODPHIMM HOMEPEHUAMM

MHbOpMALMEn MOTYT 3GBACAST U R ” "
BOCMOAL3IOBATLCH HEAOBPOXEAQTEAM - b5 y.'*

. P D S
7

DEEEBEEEENENVRTBAHENPDABMABHOE NOBEAEHNE
SR NIEIOREIEPNOKETHPVIHECTI OOABLLIONM BPEA.

\

KPYrnoCyTOYHbIW
MKHMCTEPCTBO BHVTPEHHMK AEN eAUHbIN
PECNYBNWUKW BENAPYCH Homep « 102



" Ton-8 NASHDIX CXEM ) smrsmurnm

3BOHOK U3 BAHKA O
Tpoemantd DEASTINIICE COTPRMeRIN Eitpedes
fezotacntcTn Gaana @ yoepeet: +C pawed Kapry ro-To “
SOTEN IICATHTD AEHATIL TR DTV ORPIGNR KII0ETE
SRR A ronis Bl int CRITIAMIN, MOSMSIE RMADINT £D COMTA NER
CPOALTIA M MENE2ERT.

WHTEPHET-
MOLUEHHHKOB

MEGENNCEY XePTUR # EsdapDeT MICMMI N0 NoID-
MR CTR PCabed

Kax w0 DONICTCAT TIOJNSHNTE REATY W yToGs
TE, RERCTEMTENND 110 OW DIM NHLeT

-
JAHATOM NOKYNATEAD

SOR0NeK 2CIMEND SIOEZECHITE MEAD0M ¥ TOProecd

TSR [TOM A «KyQapes) # npocHT rndo 0TTREESTS 90

TN KFFALPOM [TRRERD CECTH C ATHTEVSE MIAET OFTPMTEA © padors,

M50 TEIIND SHRE0 TEMPRTE TPCASIITY # K2y CSR0M I NEDRTIORY

Ecan wer " * -
# GPATON MRCORR

QELLUEBHIE BELM

Bog coxgaeT 3 Cog e (e - 8 M

W BOnTaN TS| CTRAHALY SKDSb! 0rIREHET-MATEINNS ©

TOATRIRTEORED HACRcrus et KON BAPTES ENSCHT HpeAD-
MARTY W0 PNDISMCIRNT BCK CTUMMICTE YOmAgH, 10 S RMTCY &
PO CRE0R i GORMLE 0 O CRRRATLCE © IOAM oM
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HHTEepHeT-NpecTyNNeHu cTaHoBUTCA Gonbiue

Cnosapb
OUWHHI 33 2

310 nopaenskeie coobiuermi-coankr apoe «Bam noctynmn pe-
HEXNBIA NEPESOQ, KOTODLIE NPHXOART HE SABKTROHHYK NOYTY (4awe),
yepes CMC mim meccenimepst

Ecan npacTo aTKPoeTe (NPONTETE) COOGUENNIE - HUYETD CTPAIIND-
0. Ho Xax TORBKO NEPEiiSTe NO 38PAMEHHON CCLUIKE BHYTRY NUCHMA
WIN BBE/ETE TaM NEPCOHANLHYID MHOOPMAUMIO - MOWEHHIKK NONYYaT
AOCTYN K RAHHDIM M KOMNBKOTENE AN TENODOKE. HM HE COCTARNT TRY-
A3 33XBATUTL BAWIM CTRANNNKN B COLCETAX, YKPACTH PEKBUIMTHI Ban-
KOBCKMX KBPT,

NEPEXOANTL NO CCHINKAM W3 NOROIPHTENBHBIX NAATEMR-
HbIX IKCEM HENL3R

Brwmnr

370 NPUEM, KOTAS MOWEKNAKH BbIBEARBAIT NO-
TMHBI/NAPONK NEPe3 3BOHOK N0 TenedoHy. YIHAB HYN-
WHIE RAHHLIE, TPECTYMHIKN CHIMAKOT C K3PTH AEHLTW
¥ HCHE3AI0T HABCRTAE.

Ecan nocroponmmit npocut CVV-xog - o 100% xover ony-
CTOWMTE B3W CVET

CPA3Y KNAJIATE TPYBKY, ECNH 3BOHAILMA NPOCKHT
NOTUH/MAPONE OT KHTEPHET-BAHKWHTA MK JAHHBIE W3
CMmC

MuorodakTopHan (ABYxaTankas) ayTeHTHOUKAUMR

370 NONGNNKTENGRAR 33MMTH. TO KE CIMOE, NTD HTOPOH
38MOK HE JEEDH, KXY OT KOTOPOTO HEXORHTCS B ApYrol cams:
ke

ECnm sul prAIoumTe e (80 sknagrax cHactpofxms, «Kow
ORASHUHANDHOCTEY), TO NPRICKENME BYAET NPOCHTS HE OQMN
naponk, 3 ABa (Wnu Raxe Gonswe). —

BXOA 8 KKAYNT CTAHET AOALWE, HO Hi CRFOZHRA 370 CAMAS
paboTIOWIS JaWNTA - yEepener O 9%% pacnpocTpakeHiLX
aTax,

BXMOMMTE MHOMO3TANHYIO AY TEHTHORKALMO

ovv

QanbwHesli canT

370 MKTEPHET-CTPAHILA, NOSTOPAIWER 0dopM-
NEHNE HACTORIWEN. BOT TONLKD AZHHME, KOTOPME Ba
BBO/NTE H3 HER, HAYT NDRMIKOM B PYKW MOWEREW | Gune Ty nEMAATERAMNAI!
X0

BH3yantHO 33METUTL NOJMEHY CAOKKO, HO ECTE X3PAKTEPHEIE
MAPXEp:

- JAMOMEX CNeBa 0T JDECHON CTPOKH HE SAMKHYT MNW eCTh
HARNHCH «HE JaULmUENDs,

- INSKTRONNEA BAPEC WEHACTORWMA “AM GyxBbl 8 Hem
nepenyTaue (bel-post.by amecto belpost.by, bealrusbank by eme-
cro belarusbank.by).

BHUMATENLHD CMOTPHTE HA AJIPECHYIO CTPOKY CARTA
Ynaneunelit poctyn

MoweHHKKK NPOCAT yeTaHoeuTk i3 Google Play win App Store

npuaowekne (vawe ecero - AnyDesk uan TeamViewer, Ho ecTe u Apy-
FRE] WM C 270 NOMOWLLID HONYHAIOT BOCTYI K YyMoMy
FRJUKETY. DMK CMOMYT YOMAETD M 3ANNCATS BCE NO-
KB/ NBPONN/KOREL, KOTOPBE Bl BBOAHTE 8 COUCe-
TAX, WHTEPHET-BaHKMHIe.

° OTKAMMWTECH, ECIW HEIHAKOMELL NPOCHT
BAC YCTAHORWTD KAKOE- IMB0 NPUNOMENKE

33WMTa OT NHWHWX 3BOHKOB

OTkpoiTe «Banbeps Ha TENSHONE, BORRHTE 8 Pa3-
®  pen<Ewes (npassil wwHmil yron) u esbepare Bxnan:
Ky «HacTpoitkns, Hammue Ha «Buaoas n coobulesnss
W AKTHEMPYATE NYHKT «JAUWNTE OT NHWKNX JSORKOBY
o Ecan TaKod cpouku HeT - obsopnTe +Baibeps

Tenepe Bk HE GyaeTe NOMy4aTE 3BOHKW OT HEW3-

BECTHEX KONTAKTOR {08(W BSTOMATHHECKW NONYSAT N
METXY <NPONYLLe N )

- AKTHEHPYRTE SALNTY OT NHLWUHNX 380HKOR
CEBE M B/IM3KUM
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OULLWHI: KAK SALLIMLIATD
CBOW BAHKOBCKWUA CYET

HWUKOr A HE NEPEXOAWTE NO HESHAKOMbIM CCbIJIKAM,

NMPUCJTTAHHLIM BAM B MECCEHDKEPAX, 10 3J1.NOYTE, B SMS-COOBLUEHWA

[pu3HaKku ABHOro
MOLUEeHHNYecTBa
4

"\, NoTeHuywanbHbIi nokynatens awero
TOBapa NPEANAraer repeiiTh B MecceH pxep,
0TKa3blBaACb 00L{aTbCA HENOCPEACTBEHHO
Ha TOproBoit NNoWLaaKe.

Hanbonee kpynsbie ANOWBAKH AR 32LMTL! CBOIX
MORb30BTENEH OrpaHIMMBIOT GyHKLIID OTNPABKI (CbiACK

/i ny, HeusecTHbiii B Mecceepe

L7 5 npcbInaer ccolnky Ana
Mepexoaa Ha UHTepHeT-CailT
NOA NPEANOroM KOHTPONA KapT-cyera,
NpoCMOTPa 6anakca unu npoBepKM
COCTOAHMA ONNaTbI.

He3nakomeL| npenaraer nepefarb emy
NONHble AaHHbie BaLuel 6aHKOBCKOM
KapTbl, BKnkoYas CVV-Kog mubo norvH

it IapOb OT BaLLIEro MHTEPHET-0aHKMHra,
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