B beaapycu npoxoaur npouiaakruyeckas
akuua «KuoepleTn»

Ha teppuropun PecnyOuuku benxapych ¢ 23 mas nmo 1 uroHsn
npouaer aexkaga kuOepoesomacHoctu «Kubep/lerw». B pamkax Hee
OPraHMu3ylT KOMILJIEKC MepOonpUsTHIA, HaNPaBJIEeHHBIH Ha
NPOTUBOIEHCTBHE KHOEPNPECTYNNHOCTH W TNOBbINIeHHEe UHPPOBOH
rPaMOTHOCTH  Y4YalIUXCA W HX POAMTENEH, NeJaroru4yecKux
PadOTHUKOB.

B pamMkax akuuu npouayT AEJIOBbIE UIPBI, KPYTJIbIE CTOJIBI U JIPYTUe
MepornpusTusa. Beictynate nepen aapecaramu OyayT COTPYAHUKH OpPTaHOB
BHYTPEHHUX JI€J, IPEICTABUTENH CIIEACTBEHHBIX OPTaHOB, MIPOKYpPATYpPhl U

JIPYTUX CUJIOBBIX BEJJOMCTB.
[Tono6HbIe MpoduIaKTUUECKUE aKIIUK B HAIIEH CTpaHe MPOXOIST YKe
HE MEePBBIN TOJT M UMCIOT CBOM PE3YJIbTATHI.

O npobaeme B mugpax

CormacHo craructuke, B sHBape-amnpene 2023 1. Ha TEpPPUTOPUH
obsactu 3apeructpupoBaHo 622 kubepnpecTymiaeHusi. boOJAbIIMHCTBO
3apETUCTPUPOBAHHBIX  MOPECTYIUICHUM  COCTABISIIOT  XHUIIEHHUS  ITYTEM
Monudukanuu KOMMObIOTEpHOW wHGopManuu, npudem 88,2% wu3 HUX
COBEpIICHO 0€3 MPAMOTO JOCTylla K TEePMHHAIBHBIM YCTPOWUCTBAM C
UCIIOJIb30BAHUEM METOJMK «BHUIIHUHTa» U «PUIIMHra», YTO CO3/aeT
00BbEKTUBHBIE TTPOOJIEMBbI IO YCTAHOBJIEHUIO JIUI[ UX cOBepruBIIKNX. M3 62
NPECTYIJICHUH, COBEPUIEHHBIX C  HCHOJB30BAHUEM  TEPMHHAIBbHBIX
YCTPOMCTB, PAaCHOJOKEHHBIX Ha Tepputopuun Pecnyonuku benapych (T.H.
«OBITOBBIX»), HA TEKYIIUA MOMEHT PackpbITO 88,7%.



He coobuau He3HaKoMuam
CBOU No2UH U naposs

HE OmKpbLIBaY gaunkl us
HENPOBEPEHHBIN UCMOYHUKOB

HEe 3aX00u Ha caumel, KOmopbie

Jauuma KomMnbromepa cyumaem
MENLHbIMU

He Aal ceBst oBMaHyTb! Y

KPYrnocyTOMHbIN

MMHMCTEPCTBO BHYTPERHNX AEN eOUHbIN
PECNYBNUKN BENAPYCH Homep « 102

P e HAY4MCb NOAb30BATHCA HHTEPHETOM NPABUAbHO!

Hoquy H KaK COBEPIIAKTCHA IIpeCTyH.]IeHI/IH?

YcnoBuew, CIIOCOOCTBYIOITUM pacnpoCcTpaHEHUIO qucia
UMYILIECTBEHHBIX TMPECTyIUIeHU, yuTeHHbIX mno juHuu I[IK, saBisercs
IIUPOKOE PACIpPOCTPAHEHUE PA3JIMYHBIX BHUJIOB KPHUITOBATIOT U HHBIX
nU(PPOBBIX AKTUBOB, ONEPAIMU C KOTOPBIMM 3a4acTyl0 HE MOAJAI0TCS



pETYJIMPOBAHUIO, B CBSI3M C YEM HA MPOTsKEHUM siHBapsa-anpens 2023 roxa
BellaCh ~ aKTHWBHasg paboTa MO TPECEUCHUI0  JIESTEIbHOCTH  JIHII,
OCYIIECTBISIONMUX OOMEH MOXUIIECHHBIX JEHEXHBIX CPEICTB Ha IU(POBHIC
3HAKHU.

[IpaBooxpaHUTENH OTMEYAKOT, YTO, YUYHUTHIBASI, YTO OCHOBHAs Macca
NPECTYIJICHUH, PETUCTPUPYEMBIX 1O JIMHUU  KUOEpHpPECTYMHOCTH,
COBEpIIACTCSl C HCHOJB30BAHUEM PAa3JIMYHBIX METOJUK COI[MAIBLHOU
WH)XEHEPUH, TO TaKue MPaBOHAPYIICHUS MOTYT COBEPIIATHCA TOJBKO MpHU
YCIOBUM, KOTJA JOCTATOYHO OOJBIIME MAacChl HACEJEHUS HE BIAJCIOT
ocHoBaMH  ItudpoBoil  OezomacHOCTU. COOTBETCTBEHHO, JOBEJICHUE
MPABOOXPAHUTEISIMU ATOM HMH(OpMAIMU TO3BOJSET JIOAAM H30€XKaTh
MOJ00HBIX MPECTYTUICHUMN.

Baxno  ormetuTh, 4TO0  HMHPOpPMATH3AMUA ~ OYEHb  OBICTPO
pacnpocTpaHsieTcsi BO BceX cepax IesiTeNbHOCTU. YUYUThIBAsi aKTUBHOCTD
MOJIPACTAONIEr0 MOKOJCHUS U UX KeJIaHUE UCIIPOOOBATh KaXIyI0 HOBUHKY,
OHM OoJiee MIUPOKO, YeM JIIOAM CTapUIero BO3pPACTa, HCIOJb3YIOT
KOMITBIOTEPHBIE TEXHOJOTMU. COOTBETCTBEHHO, BO MHOIOM TO, YTO UM
KaKETCd HEBUHHOW IIAJOCThIO, HAa CaMoOM Jeje MOXET OO0pa3oBBIBATH
COCTAaB MPECTYILICHUS.

Kakue kudepnpecrynjieHnsi caMmble pacipocTpaHeHHbIe?
BUHIWHI

BummHr - oamMH W3 METOJNOB  MOIIEHHHYECTBA,  KOTJa
3JIOYMBINIJICHHUKN 3BOHSAT KEPTBE W OT MMEHU OAHKOBCKOTO COTPYIHHUKA
COOOIIAI0T, YTO HEOOXOAMMO OCYIIECTBHUTH Kakue-mubo aerctBus ¢ BIIK,
TaK KaK KTO-TO JIMOO NBITAETCS MOXUTUTh C HEE JICHE)KHBIC CPEJICTBa, JINOO
oopMIISET KPEeAUT, MO0 MPOU3BOJUT MOJAO3PUTEIBLHYIO OTUIATY. 3aBJIaJicB
PEKBU3UTAMHU KapThl, MPECTYMHUKH OCYIICCTBIAIOT XHIIECHUE JCHEKHBIX
CpelcTB ¢ 0AHKOBCKOTO CYeTa MOTEPIEBIIETO.

OUHINHI

@UIIMHT — BUJI MHTEPHET-MOIICHHUYECTBA, LIEJIbI0 KOTOPOTO SIBJISIETCS
MOJlydeHHEe JOCTyNna K KOH(PUICHIUATbHBIM JaHHBIM I0JIb30BaTeIEH —
JoruHaMm M mapoJisiM. QUIIMHT KUCIOJb3YETCS A MOJYYEHHS JOCTyIla K
YUYETHBIM 3alMUCSIM TIOJIb30BATEICH CaMbIX pPa3JIMYHBIX PECypcoOB, HO
3a4aCTyl0 OH MIPUMEHSETCS IS XUIIEHUS JAHHBIX MOJIb30BATEICH TOPTOBBIX
OHJIAMH-TIJIONIAJ0K.
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CoseTyicA © POIMITENANM, KAK NIPABIIBHO NOCTYINITS,
EC/I CTONKHYNICA © YEM=TO HENDHATHBIN W NIYTADLLIN

Tlows, 4To 8 YHTEPHETE HAND BbITS
DUEHL=DUEHD BHYMATENbHEI,
DrapAicA WSSETATS DSWIEMN ©
HESHAXOMBIMY RO LM B
OHNATM=MrPAX W COUCETAX,
HE BHINDAHAN BESHYMHO TO,
YTD OHY NONPOCAT TEEA
CHENATS

CBATHUHI

CBaTUHI — 3aBEJOMO JIOXKHBIM BBI3OB TMOJMIIMH, aBApPUKUHO-
criacaTelbHBIX CIYKO0, myTeM (GalbIIUBBIX JIOKHBIX COOOIIEHU 00
OTNaCHOCTHU (HANpuMep, 0 MUHUPOBAHUU, YOUMCTBAX, 3aXBaTe 3aJI0KHUKOB).

B mocneanue roapl CBaTHHI W3 3a0aBbl JIOOUTENCH OHJIANMH-UTP U
XaKepOB TMPEBPATWICS B MAacCOBOE SIBJICHUE W OOJIBIIYI0 MpoOJeMy JJis
MPAaBOOXPAHUTEIBHBIX OpPraHoB  pa3iduyHbIX cTpaH. OOmIecTBeHHAs
ONACHOCTh TAKHX JESHUM COCTOUT B TOM, YTO 3aBE€IOMO HEJOCTOBEPHBIEC
CBEJICHUS JE30pPTaHU3yIOT HOPMaJbHYIO paboTy OOBEKTOB TpaHCIIOPTA,
MPEANPUATUH, TOCYAAPCTBEHHBIX OPraHOB M YUYPEKIACHUW, OpTaHU3alHnN
HE3aBUCHUMO OT (OpMBI COOCTBEHHOCTH. B CBOIO ouepenp, 3TO MPUUUHSIET
CYIIECTBEHHBI SKOHOMUYECKUM Bpell KaKk CyOBbEeKTaM XO035MCTBOBAHMS, TaK
u rpaxaanam. [Ipu sToM uHbOpMaIUs O BO3MOXKHOM B3pPBIBE, MOIXKOTE
7100 WHBIX JEUCTBUSX, MPEAINOJAararolnX TSHKKUE MOCIEICTBUSA, CIIOCOOHA
MOCEeSITh MAaHWKY CpPeIr HACEJICHWsS W BHECTH HEyJA00CTBa B MOBCEIHEBHYIO
KU3Hb.

A1OC-arakn

D0S — 3T0 araka Ha BBIYUCIUTEIBbHYIO CUCTEMY C LIEJIbIO JOBECTH €€
0 OTKaza, TO €CTh CO3JaHM€ TaKuX YCJIOBUW, TMPU KOTOPBIX
JTOOPOCOBECTHBIE MOJIB30BATEIM CHCTEMbl HE MOTYT IOJYYHTb JOCTYI K
MPEIOCTaBIsIEMbIM CHCTEMHBIM pecypcaM (cepBepam), JIMOO ITOT JOCTYII
3aTpynHeH. B Hacrosimee Bpemsa DoS u DDoS-ataku nonynsipHel T€EM, 4TO
MO3BOJISIIOT IOBECTH JI0 0TKa3a MPaKTUUYECKU J00YI0 CUCTEMY.



I'PYMUHI

['pyMHUHT — 3TO BXOXJAEHHE B3POCJIOTO YeJIOBEKa B IOBEpHUE K peOCHKY
C IEeNbl0  CEeKCyalbHOTO  CaMOYAOBJIETBOPEHHUA.  3JOYMBIIUICHHUK
JUCTAHIIMOHHO HAIIyTbIBAET CBSA3b C PEOCHKOM dYepe3 COIMaJIbHBIE CETH,
MECCEHJI)KEpbI, OHJAWH-UTPBI, DJJIEKTPOHHYIO TMOUTYy. 3aTe€éM MOXKET
BBIHYIUTh peOeHKa mpuciath GoTorpadmu HHTUMHOTO XapaKTepa, BOBJIEYb
B M3rOTOBJICHHWE TOPHOrpadUYECKUX MAaTEpUaNIOB, CKIOHUTh K WHTUMHOMW
BCTpEUE B PEAIbHOCTH.

KUBEPBYJIVIMHI'

KubepOymuHr — TpaBiisi MOJIb30BATENsl Yyepe3 BCE KaHajbl CETEBOIO
OOLIEHHUs: coLlMalIbHbIE CETH, (POPYMBbI, 4aThl, MecceHmxepbl. [IpoBoauTh
TPaBJIK0 MOIYT KaK OJHOKJIACCHUKH, HWHTEPHET-APY3bs MU T.A., TaK H
COBEpPIIEHHO MOCTOPOHHUE JIOAHU. DTa (hOopMa INCUXOJIOTMYECKOTO0 TEppopa
MOXET NPUHHUMATh pa3Hble OOJHMYMS: OCKOpPOJEHUsS dYepe3 JUYHbIE
cooOllleHus1, NyOJHKalUMsi M pacopoCTpaHEeHHE KOH(UAEHUHAIbHOMH,
IPOBOKAIIMOHHOW HMH(OpMAIMU O XEepTBe; (PU3MUEcKas arpeccuss U Tak
nanee. IlpuunHbpl KuOepOyJIMHTA: YYBCTBO IMPEBOCXOJACTBA, 3aBUCTb,
YyBCTBO MPEBOCXOJCTBA HAJ CONEPHUKOM, UYYBCTBO COOCTBEHHOM
HEIOJHOLIEHHOCTH, camopeanu3alus. Yrpo3a HOBOIO BpPEMEHH — Tak
Ha3bIBaeMble Tpynmnbl cMepTH. M1 XO0Ts OOBIYHO CO34aTeNsIMU TaKUX TPYIII
ABJSIIOTCA CaMM TMOAPOCTKHU (LENIb — «Xalm», *axJaa OCTPbIX OLIYLIEHHH,
KEJTaHWEe JIOMUHUPOBATH W YNPABIATH JPYTUMH), B MOJOOHBIX TpyImIax
co3llaeTcs OnaronmpusiTCTByIomass armocdepa g KyJIbTHUBUPOBAHUSA
CyMIUIAJIbHBIX HAMEPEHUI.

SAMOMHUTEL s

HEJIb3f1 COOBLLUATb (MEPEAABATb) U KOMY-JINB0 NOKA3bIBATb:

nacnopTHbie
«JIOMMH» U «Maposib» AOCTYNa K pa3findHbIM ¢
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MuHCKOro 06nacTHOro UCNONHUTENbHOTO KOMUTETa




Kak n3dexatb yJ10BOK MOIIEHHUKOB?

- He 8800ume oannvie kapmwi (0ocobenno - cpok oeticmeus u CVV-xo0)
Ha catmax, Kyoa nepewiy no ccoulikam om Hesnakomyes. He coenawatimecs
YX00Uums ¢ MOpeo8ol NAOWAOKU U NPOOOINCAMb NEePEenucKy 6 O0pyeom
NPUNOICEHUL.

- He nepexooume nu no xakum cculikam u3 nucbma (0azce eciu OHU
AKOObL  6edym K pezyibmamam uepwl). Yepez nouckosux ysnaiime,
oeticmeumesnbHo U po3viepblud OblLl NPOBedeH, ecmb Jiu Opyeue npusepbol.

Ilomnume, umo 6u3yarbHO 3aMemums NOOMEH) CLONHCHO, HO eCmb
Xapakmepuvle MapKepbi:

- 3aMoueK cleda om a0pecHol CMPOKU He 3AMKHYM UIU eCMb HAONUCDH
«He 3awuwenoy,

- DJIeKMPOHHBI a0pec HeHaACMoswull uiu OYKevl 68 HeM Nnepenymaubl
(bel-post.by emecmo belpost.by, bealrusbank.by emecmo belarusbank.by).

- He nepexooume no ccolikam Ha He3HAKOMble PeCypchl: C UX NOMOUBIO
MOUIEHHUKU NbIMAIOMCA 3apa3ums 8aul KOMnvlomep uiu meie@oH upycom
U yKpacms 8auiu iuyHble OauHble.

- He gvicvinatime Oenee uenogexy, ¢ KOmMoOpvlM bl JUYHO He 3HAKOMbL, U
yoc mem  0Oolee He  Hasvleaume emy  JUYHYIO  UHDOpmMayuio,
CnOCOOCMBYIOWYIO  6310MY OAHKOBCKUX OAHHBIX U KpPAdNCe OCHEN’CHbIX
cpeocma.

- He nepexooume no cculikam Ha HE3HAKOMble Pecypchl: C UX NOMOUBIO
MOUIEHHUKU NbIMAIOMC 3apa3ums 8aul KOMnvlomep uiu meie@oH upycom
U yKpacms 8auiu iuyHble OaHHble.

- Ecnmu y e6ac ecmvb comHeHus 6 JuuHocmu nokynamens, Jayyuie
CO360HUMECL C HUM, JHCENamelbHO No 6uodeoceasu. Mau, eciu 3mo
BO3MONCHO, NPEONOHCUME TUYHYIO BCIPEUY.

Yearicaemvie cpaxcoane, 6 w0600 cumyauuu HeoOX00UMO
nposaeaame  OOumeIbHOCMb U NOMHUMD, umo  abéconromHoe
00bUUHCMEO KUDEpNpeCmynaeHUull CMAaHOGAMCA B03MONCHBIMU BEUOY
HeOCMOMPUMEIbHOCHU CO CHOPOHbBL NOJ1b306AMENA.

Ecnu 6 omuowenuu eac aubo eauwiux OJUKUX COBEPUIEHO
npomueonpasnoe oOesiHue — HEMEOJeHHO Cooduume 00 IMom @
HPABOOXPAHUMETbHbIE OP2AHDL.

Ilo ungopmayuu YBJ/] Bpecmckozo obaucnonkoma



